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1.Whatls Phishing? IBM, 17 May 2024. On site: https://www.ibm.com/topics/phishing.
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apall gc ans ddl aloglaall @63y palgall pgéy Cun fay anlall Jgaall i wi aLoicl
w1 pug .o anlall JLnill Junlaig wniollg awll Lo (JLin I ey Jué waapgiwall
Jaawgoll dayllall aibill (g wé il gi wdlodl JLin i gl vadggll ddpw () ggill lam
Gpwslioll Jio Lgy groigoll Lgay éale] ol oo dypull eililyll &dpw gl wguaunil gl

Guaiill cbwgyl o Laago abily gg-alos gall alyalll calagiwl a i ple J4iing

calizy g og . lbindl aynill glgil 273 0f adgall aynill oi (l djLisll g0 3, 1 Limg
Gloaa Lol a oy loadi wo caagiwy adgall aunill gl Lgaal go .bldi dic (aaic
o woll dwlinll aililyl caagi wi GLhill 4o wlg ailoaae (nga (ullin il 2yl
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1. What is spear phishing? Definition and risks. Kaspersky. On site: https://www.kaspersky.com/resource-

center/definitions/spear-phishing.
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1. Vishing: The Growing Threat and How to Protect Yourself. TOPSEC. On site: https://www.topsec.com/

vishing-voice-phishing-the-growing-threat-and-how-to-protect-yourself/.
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1.10 Most Common Signs of a Phishing Email. On site: https://www.titanhg.com/blog/10-tell-tale-signs-that-

spam-email-is-a-phishing-scam/.
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1.HTTPS Phishing Attacks: How Hackers Use SSL Certificates to Feign Trust. On site: https://www.keyfactor.

com/blog/https-phishing-attacks-how-hackers-use-ssl-certificates-to-feign-trust/.
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1. What is an Evil Twin Attack? Evil Twin Wi-Fi Explained, Kaspersky. On site: https://www.kaspersky.com/

resource-center/preemptive-safety/evil-twin-attacks.
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1. Whaling: how it works, and what your organization can do about it. On site: https://serviceteamit.co.uk/

news/whaling-how-it-works-and-what-your-organisation-can-do-about-it/.
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1.Clone Phishing: Here's What You Need to Know to Protect Your Organization. On site: https://hoxhunt.
com/blog/clone-phishing#:~:text=Clone%20phishing%20is%20when%20hackers,strategies%20t0%20
safeguard%20your%20organizatio.
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ollg.daala dyllo jilwa Gigas (ll (03§ (b «-oall dylyoiwl (nle b da
Aigilall calyanillg ool
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Cdm" disy (i il jhlaoll

lpclgilg lgioub

(-0 wlgiwo 41 c Joiig .dcgiio Jooll Glin (nd dgilpuull

il Jnall

»hlaall

a3 & pywdi g-40yg .lilullg «alayddlg .dj-ga il waagiwi (il calayagill
raill abiall (I calagagill

(Insider Threats) Jalall go Giloagll
plasiwl @ilw gl (Ul cabgo dcluw] JUs o adalall cloagll dianag
ag-4 28 .ilyloall shei gl @5y ill ailily (] Jg-ogll ailalln
yuilpud!l Golll 2 clgdy a4ljall pac wilaagll ada clyg o galall
djg-h3 alajig .dcgpito u¢ dyllo crwlao Gdni gl dodyll dollullg
gulslall pLbill Lolai aslgall &aj00 oy aloagll go ggill 1o

dodelay alpg il JUaiwl ayle Jgaw Loo ‘asy il

(APT) Gjoiusall doadiall Calasagill

dwlin Glily &épw @agr (dugh (o (e 34if dohis ciloaa (e
¢ilegoao Jié oo cilaapll ada ¢aaig . abilll (e guansill gi
dlolall vilapidl gl wiloganllg .elgidl Lulé caapiwig Liidi é o3dio
e bl ayinil ayidl ailelhd (wa

1.Advanced persistent threat (APT), Imperva, on site: https://www.imperva.com/learn/applicati
apt-advanced-persistent-threat/

on-security/
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(Cloud Security Breaches) dulaudl Gildgpall 3
ciliani iy gy bl drwgall (ol alayidl go 2ol JLdiil g o
Giload pladiwl §l o falbuwldl (wa ddjaoll alildl ol Glaii dayas
Jaiy aiogo g-Aai al 13] adypwll wlibul vjor 2 d anlaadl ggjaill
(363 28 alvwll aiload (nagjs waagiwi (ill cilonglla ellalg als
aalg cdg (nd clooll 4o el (pal dwlos Glily cupui (o]

(Dumpster Diving) &illogall (nd ;n.mll 4

Ug-oalgall lgoaai wy (il dauaill duilpuull p blaoll ay ag-ndaollg
cadl JUA o alalll gi a5l ¢ dwlin aloglao (e Jgnall
Lpio (o laill pi éudjg cliiwo Jody Loy <l goll gf calylaill oa
:io ol pae Jaiy

-d)gll (nlc dygiho jgpo Cilals e

agdc gi lalail Glaguo

.dullo culogloo gi dxapno culily

.claall gi (uabgoll gc dwlun Cilogloo

aabilill (] Jgaall Juolai (le (agini Gilhatlo o
ag-nli a8 alalll gi cilap il g0 2 yaell gl dduin g algoll Joiwy
wailgpll gi alnll plyalll Jio) aigyiallll jpaill gi calaiiwall o
0g.d) ¢un ‘oolall callilll ;o .érwliall calblia U1 aLAil g (doyadll
Jaydiai i8] Gilons (nd Lpllleiwlg ciloglaoll eLli @ o0 gg-oalpall
Wagpll ddyw gl ducloinlll dwaigll (o

1.Ramonas, Lukas. What is a dumpster diving attack, Nordvpn, may 2023, on site: https://nordvpn.com/blog/
dumpster-diving-attack/
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aulyll Jnall
Gilogall nd adnill 3o dloall duiyh

:claiiwall G @
a0 (plill g N Gajoi il iylo plasiwl alalllg ol il e casy
dwlinn aloglao (e (ngin (il ¢laiiwall

rdgigyialill digaill go golll isill @
Judi donadll dga il 4o (uilgi Jasin Glilwl gron puwo G0 356 (o
solll pjl 13] {nalo JAsiy Lapoai gi Lgio (alaill

noujaillg ducgill @
d-92lllg ciliiwall (o ol (il dgaal Jga (uabgall ducgi (o
.a3pu tilogloo (e (nging (aill

ag-5 ai g-4ay abial Lijal Uy wy iayagi J-of cillo goll (ua aanill |
Al aloas 3 aii Jgwi 26 Gloglao (e Jgnall 133 o
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uile SLa iy g ol J-oall diy aslgh il dilpgull Glagagill o-Soy
:Lgaall glui gl Lowd ,832 0io Gphy ciluusgall

adloll jlwall 1

il ol laagll (e dijioll kil jhal g o d ol lwall 3 of

:Hio .Jolge dac (e aaili ca Jl&ill ad o (g 4iadg

Lgiahil a1l o] ailspill (nle gioiy ogapll 20y 3jlpail allo]
ajjniall Ll daleiwlg

g3 () ilspdll fheiaé agnall Gloaa dlls (ud tdaaall gas e
Lgilily daleiwl doan gllo

dpial cilulaall Jhoi (na ciloagl cuypwi 13] realalpa ] d)laws o
JnS Jaiy ailalp il a6 d bgb
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dooudl (e pilill 2

el oll Glily wpwi (ed i (il pgapl aap b gdyaii Loaic
ello_oll & & glada | dun faa o] g4 U Ja iy lgioo b psliiad
sl oll dylaill oy allg ellaoll d)lucs (] (nag ol ooy clayidlg
2014 poagi (na Sony Pictures Entertainment a5y g o Giaa Lab
(€af dcgano () Cowd b (il pg gl dhy il Cuijeia da
a0 dpuh ailuos copui (ol (03l pgapll «Guardians of Peace»
Glogloallg wigial Ul aypdl Jiluy elda (nd Loy dwlbwall alibull

Mahgoll aunA dll

ayoybaiillg yigildll Gilal 3

Al Glill dylon Jga dojlo Gleypit Jgaldl go ayaoll gy 4i
lag fgugygll alailll (ua (GDPR) wililull éylon dololl il Jio
Pé_lo cilolyg digild wibigdc (] (13§ 28 bl Qpu (ol il

1. Cieply, Michael and Brooks Barnes, Sony Cyberattack, first a Nuisance, Swiftly Grew Into a Firestorm, The
New York Times, December 2014, on site: https://www.nytimes.com/2014/12/31/business/media/sony-
attack-first-a-nuisance-swiftly-grew-into-a-firestorm-.html.

2.What-is-gdpr? Gdpr, on site: https://gdpr.eu/what-is-gdpr/.
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2

=
(_ dyilpsull blsallg 20 g Joall )

blaall coani a9y gc Jooll Gl alsp il go ayaall u“—:-l-' a0
Gilanill jpi gog legaii piai Joall (-0 p3goill 13 g) ddloiall dyilpuull
syl Lo ciluwgall aalgi il

abibdl @l Golll pé Jgngll 1
cuigiilll il (le (gaoiay apljlio g0 ug-abgall og Loaic
ag-ai bl o p s (g dap il alily (] dg-ogll dna il
aalon gl donall ailspill alardd o Lilel J-éi cilay il a3
cilapi plaaiwl (] dalo il (1DS) JLwill caih & okifg (Firewalls)

Gl hal asp il alily gopef &.i6§o j1e Wi-Fi
alol e lpwa ha JAsiy Joall (ua anaidl apgadll plaiwl gi Las
Jdl gg-ai Lo Ll ana il djgalll gl ¢ ‘a ohilll dollwg cililull
aolpll (] péiai (npa a5yl 6 g0 &nndall 8 palll go dglos
anjc Lglon Loo ‘dyjgall culinaill g nai I 2 dg .dwlioll dyiolll
Glial gl awlbin abily wopui (Jl (03¢5 2.8 (il il ailoagll

J_ooll &_ahil
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aildl Jnall
j dnaadll dipgadll (] dwlindl cilalall Jéi gla s (] dalsl
jc lgis)Lito gl Lgiyjai pi13] & pla wilogloall wipwi & dloial go
ailalall gujai elji Ul (wabgall (e Gy ol 13 gl ol jue Jilwg
Al Las .hda daaiooll dahilll plasiwlg .adalall aspidl palga (e
hal alilyl il Jooll éjiall gi dolall cifill day i pladiwl
adalall aapidl aardd (e alaic b aai 1ad . plicll gl gudsill
Giload Jueai ailapidl o Las glolll goo dulle cibigiwo pagh (il
ac abololl g olll JLailll glarl (VPN) anlall aunljialll cilayidl
wulwall g doahilllg eilalall (| goll Jgngll agl ayis Loo ‘agj
Ll & puny

diogall pé aunidll djgadl 2
81585 put i 8jgal ug-abgall pasiuy 38 el e Joall cLifl (s
aolp gl ylolll ciliyani Giani (| djga il oo piiai 2 da als Jaiy
Las .aiuall ailopll g w Lalaal Lgloay Lao ‘ailwgpall éaalao
+blall dalj (] (03§ 18 alilall alial g o digaill ara sl i

(1AM) Jgnglig diggll Glal 3
alan :aaj gc Joall clisl (g alapidl aalgh (il abanill bl go
dgngllg dygpll &jla) 3ai ¢ diol ddyhy oy clilwl () Jgogll gl
alpalll gi gloal dwalll @b jol (Identity and Access Management)
al Las Wh da acwliall calindnll o—pual dahilll (] ggloy Al
(2FA) dsiliill d_dalnall J10di pac gl d_don jgpo Glals pladi wl

Gliadl P hal daahilll vya)

1. Microsoft, on site: https://www.microsoft.com/en-us/security/business/security-101/what-is-identity-
access-management-iam.
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day Ll Glduhill pladiwl
Joall cliil (na aybwll cilayhill (e albyidl go ayaall alaicl g o
{nl Gl elag feals Jauiy 8046 wilaphill adm g-ai Ol winy el gc

bl i (] (03g5 Ol (aoy ailduhill aia glol (ua dpai

duclaizlll dwaigll cilangl ajaill dalj

0pilwg)g o gilloj y-c 2 9j ¢ Jooll pLhi (na Glololl alail cuuy
(il (gl gl il o G-anill pgale coanll 40 gg-ay 2 d
3G Loo ‘daijo gl dududn Cuils 13] Lowa duailgll cilollaall gl oplni
a2 ynill o Lageloin Ul dwaigll cyllwl o geyjai dalyj ()
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i dgilppnll hlaoll galgo Caliaiyiul
29j < Joall diy

Ll syl (e gaiy a0 gc J-oall ddy g gl bl J i
: il Jooidti aaglll Gaaoio caluilyiw]

dacgillg cujaill

wJoall iy (ué dadgl dollull agicgig Lpsiai <luwjlooll Jalg &l
adll dollullg uilpull golll guwl (o Lapég ahalgall gc ¢l dudyag

dwlwallg dogall wlibl dilan
pladi wlg dagaao Glinlln guabgoll aio JUA o Jgogll Gg-da d)lal
iy b dulinll Glilyll 3loalg gy ol (MFA) Uolgall 8330id d4alnall

ol eLif 6 Lo -l Gubig Lpiiwluss §-69 Lpainii iy J-oal
olaaiwl gyl dalall pac aic ibibul Golll il oo 14k ey LA aujaillg

il hilug puoai gl nfdio xoly
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Silaagill @i dabil pic djoiwoll dudlallg .8yd ol dablin Il Awill 3 oig

il ayloal allaa ailgal ilpuwdl golll (ale Gabgall wyjaig (IDS/IPS)

wude 2 qioi diol duly w il oad (10366 jLdl craydul wll ailinll (odag

anillll Jio wilaypiill JLiiolll i Las .Jg-ngll djlall dojln ilwluug pa il

uiol Gudai el gwniwall (-og pwlwi pol (GDPR) caLilull dyloal & olall
ol &Ll & 4lela o 2 Bl (yg3

(VPN) anlall ausliall clauidl pladiwl
0goa3Lwy 2 6] ¢ aglagy gl guabgall g pon af go 2 Al cilsy il (e
aay dullg jLgall gy JLnilll pa i pg ai culay dull a3 pa aiol VPN cilay s

Dabibdl @lfcl guoalgoll (nle wondl o Jo Lao a5y aidl a dalall
djlal oLk plaaiwl o 4oy dwlinl dahilllg clilyl (U] Jangll (ia abaillg
al gland jlgalll (e doildll cibinnll (e 2 ainy (nall (IAM) Jgngllg duggll
086180 clall Lpyll agaliny (il wiloglaall () U] Jgngll apita; U (abgall
yi¢ Jgngll giog glolll (ngimo dalyjl (2FA) dyiliill ddalnall Joai o 4oy Lok

. apnall

1.Whatis a VPN? Microsoft, on site: https://linksshortcut.com/oFBiU.
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Glibdl pad
e dijao abill eilsi clguw Lgiloa) wullwill Jaal oo cililul pa i 3 o]
aililyll @0 pa s coay ellalg.dayill e Lplai clifl (ua gl guabgall 8 pa
a0 lgihai g | (uin Lpicld go lgihaiy ot Guoalpall ol (i Loo ‘dwlunll
gowlw il pLBill (ngiwo (le p3 didll pa il Guhid o) cun ilgd] Jg-ogll
iloglaoll dyloa glonl dowl dgha doasiwall ciléyhillg

(MDM) alganall djgaill Gjlal Jgla Guhi
dlgano dpgal glndll oo puis (nd ggabgall padiuy aej g Jooll cliil (a
ajlal JgIn pladiwl ¢-4os.djpaill aa e gyolilg .45 idl & ahil (] Jgngll
Glspill aowi (il (Mobile Device Management - MDM) dJgaxall ajpadll
Olgity w gl Lgilad &1 6 Lpaliig agall Jiadig &jgalll o p il

wuiolll Juaillg &udlysdl jlpoiwl
sl &l & kil @ j0n jaiuwo Ja iy oyl (sl of gyl oo
dahil pladi wl -4y Lo4 .dlaino aildlyal g aguiito bl (ol (e caj aill
Lplalig dapiul (e jgpoll &5 dudlyal (IPS) JLuwill g iog (IDS) JLuwill ca i
alioo pue gl al gc caiAll

1. What is mobile device management (MDM)? IBM, on site: https://www.ibm.com/topics/mobile-device-
management.
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aubudl Glauhill oladiwl dojlall Cbwluuldl
dojlo lwluw g 1g g0 duly wll & wgall (le 2 aioi (il alayddl 3y U
ailauhill @ won of o 2 Akl L3 yud Lo dulwll ailayhill pladi wll
Gubig bl pa i :dio Lol puloo o caiglg aun iy di6§6 doaiiwoll
&_ailnallg laggll &lal

dohilll dilng duygall Calianill
alon alaghillg déohilll g roal jai wall Cyanill (le gopall (gl o
Lle Joiwi dilpudl calaagll g4l ¢l ag ‘aiolll calapmnill ¢iaaiag ag
p-biiall cuanill gla elal dogadll alaghill (na lpaluiial ooy (il ailpaill
layagill aa e g0 dyloall d agd dg-ha 3 o) wlinopllg djigaill
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lgiloig cilclaia Ul &jlal
ud il Goolll jujai g duginll cuilgall go Lgiloig wilelainl @jla) Aai
aomlialll aleloinlll ailgal (e agljiall aloicll g og .2 0f gc J—oall cLii
éojlo Lol cilujloo Guhi gl 4o auny Microsoft Teamsg Zoom :(-io
ailolay ailelainll dglon (o Lo4 Ldiol diy (ra dani aleloiall gi glosl
ait (il (Waiting Rooms) jLkiilll cap¢ Jio glodll tiljo Jodig dgd jgp0
olaaiwl Lini p_gall ¢og 34 olorilll al ag wj 6w o bnill g robiall
JUa alglaioll el al glon realialholl (End-to-End Encryption) JolLiy pa i
aullwioll (e duganog dpaLin (udsi alialo gi eilalo cuilai clguw alelaia Ll
63 c llio ileloinlll glol yule Blaallg Ll ajnall ji¢ il calpall gi
‘Lgoal ‘dlac cilgingi
ude Jgogll pnag alcloizll dungna (lonl :dgd jgpo Gilals pladiwl e
Jhaa gageaoll
al glong bl dige (o G-anill ((2FA) éuilidll ddalnoll Jioai
hda ogl afnallalpalll JUA g0 oy Jg-ngl!
clainlll glhil aay plomilll eillglao (ol giol :aia a0y glaiall Ul o
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Virtual Desktop) Jgjo o wiibo ah w pladiwl 3o) «lJy (ol aalsil

1a_m .aléi wog diol J_oc & iy jiaqil allsall JgIall oo (Infrastructure - VDI

(uoljial ciifo ab o pic a5pll 3)lgo (| dgngll ¢rabgoll aouy pLhill

ciluaop (pll dwlinl alilyl ) ei oo 3 Lao a5l J1ié go Jolall jlaj

ailgal glui (il Lowag .(abgall dundidl dpgaill (e d3g2go (g-iad ajlo

:dgjooll crifoll ab w

JAniy jlafg diono didall polpll gf grani :djLall Glaopll (o dilos paagi ©
023wl go JAa5 gga (njbpo

gl lilll cuypawi b o & Loo ryanisidl jLgall gc Jooll diy Jna o
lolll Gluwluw jUb| 3jLa lgoladiwl

102 pie diolll cilipanill y Al § uhi gory Loo rlinanill dajago djlal e
sl 0ga Groadi wall
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Jgngllg dgg!l Glal
(Identity and Access Management - IAM)

(it &l uilpll g oill nd Gl i)l g o Jgngllg dygpll &la] Aof
Gl aljall 2 yanig &)laLy (IAM) (iaig aai gc J-oall g i puall Jgill b
apaal alalll cllg e of glos go duwgall dokilg 3jlgo (il Jg-ngll ogl @~
p bl (i 1AM pLbi acluj ¢ fa_polgs clall hda éygpall il inll
dudljo (le ahpddl 438 g0 jlodg o-giln Lo ajanig uoadiwall dyga (na
naliog quail (e Jgngllg éyggll &la] Joiiiig «lalgiill (palaig dbidl

:Lpdal (o

(Principle of Least Privilege) wiljlioll o (uiaill aall jaw
waljlioll o (uiadll aall faso Guhi (e IAM ailuwjloo Jral ¢o daalg
dujguall il linll elli b da ajal gg-4ai Ol vy padiws J5 ol yuioy (nallg
wpaill (ppa o J1a) dygpall pue b lnll Juléi of Lo .aiabg clall
1 dpwlaall pwd (aa cabgo Lol Juw (e pladiwlll deluw) gi Gl il

bl pighi gl @agauill ailily aclgd (] Jgngll (] aliny

(Multi-Factor Authentication - MFA) (Jolgell Gaaeio adalnoall
a0 gLolll jjai (i bwlwi lin-ic (MFA) (olgall a3 aio d dalnall 3 of
0230 wall @igm 2450l diwg (o 151 pladiwl (le MFA 2 oiai ¢in IAM
Jg-oa0 waile) ahlioy e g (jgpodl dol5) padi wall adpoy e J-io
Gloaa ca ]l Jilwgll Jral g0 MFA pladiwl 3 of LoA (G- joj (alil
Cadp 13 (i jgpadl alals gueai Glaaag (phishing) (llin Ul aynill
26 pu¢ Jg-3a dlglao (nl gini apalnll G dnill dg-ba gla ygpall dals

Ley
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(Continuous Monitoring and Auditing) joiwoll Gudaillg dudlyall
adloioll ah @il @ yon dudljo \Jg-ngllg dugpll &)lall duuipll slgall Go
hoiwl Jg-ngll cillaw édilio sy Cups lplinwig doabilll (] Jg-3all
e 856 pue Jgng willglao gi daguio dhil (i gc aiall Lgllaig
R 3ylgo (] Jgogll aglglay guall woadiwoll cais hoy oJLioll Juw
daLioall Joall cilelw 3jla Jgngll gglglay gall cLilgi gi .o_pl éxgawo
a0 Gnillg (Jgngll dahil dealio go ciluwgall -Aaj joiwall Guaaill )
doalial dyyga whlial el g-ha) LoA daxaall alwlull guabgoll pljill

0galiny Lao 15T il o ggalioy U (uabgall i go Gdaillg b lnll

(Automated Identity Management) diaigoll &ibiggll Gjlal

g)lal ciauni aa) g gulolall (roadiwall 3acg dohilll aydai dalj b (a
b gl diaigall aohilll 40y ¢ ‘aaalll g b 1ol dicigall ciluggll
3jlg-oll juagi oy Loo sgupug JLlad Jady b linl clallg aio Gilidac
A3 W bgo i aic Lol Juw gue il gga guwlioll ala il éaanll
alnllnll cabgall clhelg éepuy 133 Gl cliil Croigoll plbill o Aa
«adiqihg (e cliy drwlioll

oLkl A0y Al daybg () allaiil gl wa bgo 2 dc clgiil aic «Jiall
dygpall pe b tnll clay yha g o 3 Lao Lilali Lplaei gl ailin il cLa]
Ll (uoaai wall plol aalio
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(Role-Based Access Control - RBAC) jlgaill (nlc pildll Jgngll Gjla] e
il @dall IAM cullwi 2 a1 (RBAC) jlgalll (nle oilall Jgogll djlal Aoi
aaio go Uay padiwall (nabgll jgall (e cliy csbinnll aio (e pg di
il jlgadll g0 diteo dcgonal ilbinlnll (hat Al (oo .dyapa ailbinllo
albplall (e Lildli J oy jgall 13 e Ja iy g0 J5g ig-abgall lpla iy
aujgill glang WJgngll djlal cilaudei Juléi oo ciluwwgall RBAC (1 40i Las
adlloll powd (nabgo g on WJUiall Juw (de .l iinll o Bigllg JalLell
Glnllb ayal aloglooll Linglgiai pwd Laiy /éd o Glinlb (e gglnoy

(Cloud IAM) &lawll (né dgpll d)la)

wra Jgngllg dygpll &jlal ciaunl dylawll dpwgall (e alaiclll éalyj g o

paxill Jgwi Lgil ¢ iglolll uilyiw] oo bwbwl Tep > dnlawll & iyl

Glniall g0 ajaall pic Gl lnll 6jlalg dulaawll 3jlgoll (] Jgngll (na

dealizall dylawll

:Jio uljso Cloud 1AM Jgls jagf

djlall daalg dnio pladiwl il il Aoy :dasgall Jgngll Glal  *
aulw @loas dic puc aliallall

Azure gi Google Cloud Identity (_io :a_d3lnoll ciload g o Jolbill *
8 (iS50l pbaillg Lé1 3goll & a3lnall yyagil Active Directory

anbull 3ylgall (ll Jgngll Gillaw §)lalg dudlyel :lldxillg pyladl - *
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(Identity Theft) &uggll &éipu (nle daildll Giloagll Juldi o
0g .augpll adpw (e anilall claagll gro cilbapill aylon (aa 1AM acluwi
Lo Jgloy uill dpg il Gliall cullwl oo dygpll ddyw i p93IL yaall
dohilll (| Jgogll guabgall aab anlall Jgaall alily pladiwl aalgoll
doalpo Lo dojlo ciluwlu Guhi g0 JAM plaaiwl JUA (og .éwlinll
puii Jg-ngll lidoc g0 of go 2 Alillg ezt wall & palall py cilyaglull

Aol ¢ilwlull Laag
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(d-!.ﬂ-l.l-l-l.ﬂ." @ il padl ghBall G)lal uh:n:)

cuijiilg (clibhnll claall (e alaictll alyjg Liaglgiaill gypull jg-hill go

yrelibolll elaall (e aqioi (il dadoall Giloagll alaji gi g-dgiall G-og
Joloill ciluuwgoll (e opay laa .cupdll Jdiwall (d ciligigyll pladiwlg
wyiilpaandl Golll jjoil & 4106 Gib alulg /da33 Glyai g o

(10T) cluisill Cuijiiilg (il paaad | Godll 1
a0 aall alun o ljaiy U leja cbijiilll dlniall ajgaill coani
¢ bhlaoll &la) gl agdeill oo daaa adab wlsi Lao (als il
Jd g0 gl e wl Aoy élaino Jgaa éhii Jbaj Jnio jlga J5
ag-4i gl glan (] (uilpuldl Golll cljao aliny el lalg .gyoalgoll
a0 woll d4dljoll ¢iaig Gals JA iy @646 djgaill ad o g o
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doadiall ¢iloagllg (relibnlll cl4all

il @ lile Lopa o3 df (clihnlll elaa Il ailyidi Gi go aéyll gule
G-a0y Con fdlinlyill augd ilgal Lewl pagi Lgil U] fasilpudl ol
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8. What Is Ransomware? Proofpoint, on site: https://www.proofpoint.com/us/
threat-reference/ransomware.
9. What is Cyber Security? Kaspersky, on site: https://www.kaspersky.com/

resource-center/definitions/what-is-cyber-security
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10. What Is Phishing? IBM, 17 May 2024. On site: https://www.ibm.com/
topics/phishing.

11. What is spear phishing? Definition and risks. Kaspersky. On site: https://
www.kaspersky.com/resource-center/definitions/spear-phishing.

12.Vishing: The Growing Threat and How to Protect Yourself. TOPSEC. On site:
https://www.topsec.com/vishing-voice-phishing-the-growing-threat-and-
how-to-protect-yourself/.

13. 10 Most Common Signs of a Phishing Email. On site: https://www.titanhq.
com/blog/10-tell-tale-signs-that-spam-email-is-a-phishing-scam/.

14. HTTPS Phishing Attacks: How Hackers Use SSL Certificates to Feign
Trust. On site: https://www.keyfactor.com/blog/https-phishing-attacks-
how-hackers-use-ssl-certificates-to-feign-trust/.

15. What is an Evil Twin Attack? Evil Twin Wi-Fi Explained, Kaspersky. On
site: https://www.kaspersky.com/resource-center/preemptive-safety/
evil-twin-attacks.

16. Whaling: how it works, and what your organization can do about it. On
site: https://serviceteamit.co.uk/news/whaling-how-it-works-and-what-
your-organisation-can-do-about-it/.

17.ClonePhishing:Here>s What You Need to Know to Protect Your Organization.
On site: https://hoxhunt.com/blog/clone-phishing#:~:text=Clone%20
phishing%20is%20when%20hackers,strategies%20to%20
safeguard%20your%20organizatio.

18. Advanced persistent threat (APT), Imperva, on site: https://www.imperva.

com/learn/application-security/apt-advanced-persistent-threat/
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19. Ramonas, Lukas. What is a dumpster diving attack, Nordvpn, may 2023,
on site: https://nordvpn.com/blog/dumpster-diving-attack/

20. Cieply, Michael and Brooks Barnes, Sony Cyberattack, first a Nuisance,
Swiftly Grew Into a Firestorm, The New York Times, December 2014,
on site: https://www.nytimes.com/201431/12//business/media/sony-
attack-first-a-nuisance-swiftly-grew-into-a-firestorm-.html.

21. What-is-gdpr? Gdpr, on site: https://gdpr.eu/what-is-gdpr/.

22. Microsoft, on site: https://www.microsoft.com/en-us/security/business/
security-101/what-is-identity-access-management-iam.

23. What is a VPN? Microsoft, on site: https://linksshortcut.com/oFBiU.

24. What is mobile device management (MDM)? IBM, on site: https://www.
ibm.com/topics/mobile-device-management.

25. What are the GDPR Fines? on site: https://gdpr.eu/fines/.

26. How the GDPR could change in 20207 on site: https://gdpr.eu/gdpr-
in-2020/.

27. Italy fines Eni Gas e Luce €11.5 million for multiple GDPR violations,
on site: https://gdpr.eu/italy-fines-energy-company-for-multiple-gdpr-

violations/.
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